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4. 1 BEOHHE

POST ${authUrl} HTTP/1.1

Content-Type: application/x—www—form—urlencoded; charset=utf-8”
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5.2 Demo

5. 2.1 FE SR LT XMiE reqParan

String json =

{
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"expireTime": 1526993203,
"isTest": false,

"from": "xfyun",
"goodsName": "i&EFWTE",
"skuInfo": [
{
"attr": "WIRA",
"spec": "72000 "
s
{
"attr": "HRSSIRELC,
"spec": "2 T HIR"
s
{
"attr": "HIOH",
"spec": "14E"
¥

}

String reqParam = AesUtil.encrypt(json,aesKey)
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5. 2.2 curl 7~

THR:

curl -d "regParam=
w4L2120NdAQCbLXR2w/0z10gZY1fMEYuYkkaAB3K9DrXeoNI1mM7/gAymLVnNSGQ4c1Si7iltUz
6K/dhyfIssvIfC32jMuoKQm5t6D2yTwgdcbgqKAln+cHIOPHYH5A1gvgl11bquUUlcv8twx1ZWkVt
5vix7+J50YTNVIV4/rD133xwily6X1VTKqINpF4tZQCwIbZ8nin4/0eyXmGXBxQGq8VUGOLZvps
dnjJI5LNhnoVQiKp1BsKS8ONT+CBSvVL3cOu3pY2X41sH37VSUi9AX5yB+S70Lm2hPBrAfvY7Z78=

" "¢${authurl}"
M S22 <
58]
{
"code": 0,
"data": " fRALG A A AES INE I KHAUE B
}
R
{
"code": H & A RIS (FFAD
"desc": " HFIR{EE"
}

6 IRFZEF

6.1 fFERQhIE

String result = AesUtil. decrypt (reqParam, aesKey) ;
result z&4" json A& FERF A, 15 HATOEE
aesKey: 2% Jln 55 i %
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String authInfo = "token=123456&appld=123";//7 & &2 H P HRAUE B
String data= AesUtil. encrypt (authInfo, aesKey) ;
// iK9Ge1Zo8sbR4WoBu/32tEgAnPYz7FmJa4 fvq67po+A=

Demo:
R [A]

"code": O,
"data" : "iK9GelZo8sbR4WoBu/32tEgAnPYz7FmJadfvq67po+A="
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import javax.crypto.*;
import javax.crypto.spec.IvParameterSpec;

import javax.crypto.spec.SecretKeySpec;

import java.io.IOException;

import java.io.UnsupportedEncodingException;
import java.security.InvalidKeyException;
import java.security.NoSuchAlgorithmException;

import java.security.SecureRandom;

public class AesUtil {

/**

*

e
@param content FEINEFIHE
@param password %5 &Y

*

*

* @return

*/

public static String encrypt(String content, String password) {

try {

KeyGenerator kgen = KeyGenerator.getInstance("AES");
kgen.init(128, new SecureRandom(password.getBytes()));
SecretKey secretKey = kgen.generateKey();
byte[] enCodeFormat = secretKey.getEncoded();
SecretKeySpec key = new SecretKeySpec(enCodeFormat, "AES");
Cipher cipher = Cipher.getInstance("AES");// GIE%idss
byte[] byteContent = content.getBytes("utf-8");
cipher.init(Cipher.ENCRYPT_MODE, key);// #I#Htk
byte[] result = cipher.doFinal(byteContent);
return new sun.misc.BASE64Encoder().encode(result);
//return result; // %

} catch (NoSuchAlgorithmException | NoSuchPaddingException |
InvalidKeyException | IllegalBlockSizeException |
UnsupportedEncodingException | BadPaddingException e) {

e.printStackTrace();

}
return null;
}
Vi 3
* @param content RN
* @param password fif# %4

* @return
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public static String decrypt(String content, String password) {
try {
byte[] encrypted = new
sun.misc.BASE64Decoder().decodeBuffer(content);
KeyGenerator kgen = KeyGenerator.getInstance("AES");
kgen.init(128, new SecureRandom(password.getBytes()));
SecretKey secretKey = kgen.generateKey();

byte[] enCodeFormat = secretKey.getEncoded();
SecretKeySpec key = new SecretKeySpec(enCodeFormat, "AES");
Cipher cipher = Cipher.getInstance("AES");// Bl a
cipher.init(Cipher.DECRYPT_MODE, key);// #JUfitk
byte[] result = cipher.doFinal(encrypted);
return new String(result); // %

} catch (NoSuchAlgorithmException | NoSuchPaddingException |
InvalidKeyException | BadPaddingException | IllegalBlockSizeException |
IOException e) {

e.printStackTrace();
}

return null;



